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lo que dice Google:

Comprobar si la conexidn de un sitio web es segura

Para saber si es seguro acceder a un sitio web, puedes consultar la informacion de seguridad de ese sitio. Chrome te avisa si no puedes acceder
al sitio web de forma segura o privada.

1. En Chrome, abre una pagina.

2. Para comprobar la seguridad de un sitio web, fijate en el icono situado a la izquierda de la direccion web:
* @ Essequro.

* (@) Informacion o No es seguro.

« A No es seguro o Peligroso.




lo que dice una e-Sede:

Consejos para un uso seguro de la Sede Electronica:

* Cuando opera a través de la sede electrénica, lo hace en un canal seguro.
Todas las direcciones de las paginas seguras de la sede electrdonica afiaden la “s”
de sitio seguro y comienzan por https://.




lo que dice un banco:

Cuando tenga que introducir datos confidenciales (como su usuario,
referencia o contrasena), asegurese que lo hace desde una pagina

segura. Para ello, debera fijarse en el icono del candado cerrado que
aparece en la parte inferior de la pantalla.




lo que hace un phishing:

H |:;'. I|_-(_| I:_,', s Validar Tu Cuenta - Mensaje (HTML) (solo lectura) ? H

ARCHIVO 2y

lu, O7A05/2018 6:44
U, WU e G G

A Armirictracdor
Administrado

2 Sictem

Validar Tu Cuenta
Para -y

Debe validar su cuenta, actualmente estamos realizando un mantenmmiento del servidor. Vuelva a validar su cuenta actualizand o su mformacion
al servidor de correo Zimbra.

Advertencia- s ignora este mensaje, su cuenta sera suspendida.

Haga clic o copie v pegue el enlace de validacion a continuacion en su navegador para validar su cuenta

https://correo-venficacion.servido.com.ng/

(Gracias por su comprension.

Nota: 51 recibe este correo en BASUFA o SPAM, es como resultado de su red / proveedor de servicios.
Derechos de autor: Zimbra Mail Service




E Zimbra Web Client Sign

— C | @ Esseguro | https://correo-verificacion.s com.ng,/ 7482/

Aviso de verificacion de cuenta para el
mantenimiento del servidor

—
S—

———
e (N

Confimar contrasena:

W Stay signed in[ Valida tu cuenta

Standard (HTML)

Copyrigl




E Zimbra Web Client Sign | X A \

— C | @ Esseguro | https://correo-verificacion.servido.com.ng,/ 7482/

" Aviso de verificacion de cuenta para el
CO fl d enc mantenimiento del servidor

| D—
x-lutentice emai e (D

———

e (N
Conemer oot (D

W Stay signed in[ Valida tu cuenta

Standard (HTML)

z - the leader in open source messaging and aboration :: Blog - Wiki - Forums

Copyright Ll a reg Zimbra, Inc.
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Ministerio de la Presidencia
y paralas Administraciones Territoriales

¢, https://sede.mpat.es/ 7
¢, https://sede.mpat.gob.es/ 7
¢, https://sedempat.gob.es/ ?
¢, https://sedempr.es/ 7

¢, https://sedempr.gob.es/ ?



scual es auténtica?
1 https://is.gd/sedel
2 https://is.gd/sede?2



@ O UO I ys SS | | Home Projects Qualys.com Contact
SO adlos

You are here: Home = Projects = 881 Senver Test =

SSL Report: lasede.e-sede.es (x.y.zt)

Assessed on: Mon, 07 May 2018 17:16:32 UTC | HIDDEN | Clear cache Scan Another »

Certificate

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.




Home Projects Qualys.com Contact

Qualys. ssL Labs

You are here: Home =

rojects > SSL Server Test >

Frojecis

SSL Report: lasede.sedelectronica.es (a.b.c.d)

Assessed on: Mon, 07 May 2018 16:38:33 UTC | HIDDEN | Clear cache Scan AnDthEI’ »

Certificate

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server's certificate chain is incomplete. Grade capped to B.

This server's certificate is not trusted by Apple and Java trust store (see below for details).




E!Clbir" VA L]D @ Bienvenido Benvingut | Ongietorri | Benvido | W

Validar Certificado Validar Sede Electrénica

. . Puedes comprobar la validez de una sede electronica {web piblica segura) introduciendo la direccion de
Realizar firma

Validar Firma
Validar Sede Electronica

Visualizar Firma




-

Contactar

['J’ VA L]D @ Bienvenido Benvingut | Ongietorri | Benvide | Welcome
-gD .25 A

Validar Certificado

. . (web publica segura) introduciendo la direccién de
Realizar firma
Validar Firma

Validar Sede Electronica

Visualizar Firma




certificado EV
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D lzgo_abuses.png (309=S° X

= C | & RedIRIS (Red Académica y de Investigacién Nacional) [ES] | https

spanish cooperation of abuse teams
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& Universitat Politécnica de V

Seguridad del sitio

& Universitat Politécnica de
Valéncia

equra

Estd conectado de forma segura a este sitio,
propiedad de:
1 el classificador
Universitat Politécnica de Valéncia
Valencia
ES

Verificado por: TEREMA

Mas informacian




sen cual jJugamos?
1 loterias.com

2 Juegosonce.es
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Indique su nombre de usuario y contrasena

El servicio al que quiere acceder solicita que se autentique. Esto significa
gue debe indicar su nombre de usuario y su contrasefia en el siguiente
formulario.

Nombre de usuario

Contrasena

Este proveedor esta unido a las federaciones:

.:'S|R2 edu

© 2018 Red.es | RedIRIS




https://sso.rediris.es/module.php/core/loginuserg




[ Proveedor de Identidad de

< C' @ https:/sso.rediris.es w & M

- ~
0‘.

Indique su nombre de usuario y contrasena

El servicio al que quiere acceder solicita que se autentique. Esto significa
que debe indicar su nombre de usuario y su contrasefia en el siguiente
formulario.

Nombre de usuario

Contrasena

Este proveedor esta unido a las federaciones:

.:'SlRZ edu

© 2018 Red.es | RedIRIS







B How Tor Works: 3 e

e UnEncrypled link
=g @ncrypted link

_-_—_‘_‘_-_-1"‘-\

Alice

-
;. i

Step 3: If at a later time, the

user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encrypted, red links are in

the clear.
T I i

Dave

HTTP HTTPS



TOF onion Services: Step 6

Tor cloud

A Tor circuit

m Intreduction points
Step 6: Bob and Alice m D Fublic key

proceed to use their Tor (Go0K18) One-time secret
circuits like normal, - I =

m Rendezvous point

HTTP |/ HTTPS



About Tor # [ Facebook - Entra o registr.. > 4

@~ € @ z3wkgnihsif7yj.onion

facebook

acebook te ayuda a comunicarte y compartir
on las personas que forman parte de tu vida.

Cormreo electrdnico o teléfono  Contrasefia

iHas olvidado los datos de la cuenta?

Registrarte

Es gratis y lo sera siempre.




Ed Facebook - Log InorSignlUp X

<« G @ @ U & u23aeyyopewbzvin.onion s @ 17 ® Buscar i @ =

Email or Phone Password

facebook

Esta conexidn no es segura. Las [Elesaiiyiey
credenciales introducidas agui

-1 :
pueden verse comprometidas.

S Saber mas
e
Connect with friends and the It’s free and always will be.

world around you on Facebook.

See photos and updates from friends in News Feed

Share what's new in your life on your Timeline
Birthday

Find more of what you're looking for with Facebook Search Jan |~ 24 |~ 1993 v tl;rfﬂ“','"“: allid )




About Tor # o) Facebook - LoglnorSign.. X +

@ A € C i@ Facebook, Inc. (US)  https facebookcorewwwi.onion

facebook

Forgot account?

Sign Up
onnect with friends and the it’s free and always will be.
orld around you on Facebook.

See photos and updates from friends in News Feed.

Share what’s new in your life on your Timeline. .
: ; Birthday

VWhy do | need to provide my
May v 7 v 1993 v Gt

Find more of what you're looking for with Facebook Search.
: & O Female © Male




About Tor

- € @ Duck Duck Go, Inc. (US 3g2upldpgbkufcd m.onion

DuckDuckGo




About Tor X VIPEBUZEDUTO A6P6 X T

@~ € @ 8 Universitat Politécnica de Valéncia (ES) https://vipebuzedutoabpb.onion

VIPEBUZEDUTO A6P6

INnicio de sesion




To verfy domain control and authorization, we sent an email to the administrative contacts on the domain (including those listed in the WHOIS

h.onion

zedutoadbph_onion
b.omion
onion

OO0




To verfy domain control and authorization, we sent an email to the administrative contacts on the domain (including those listed in the WHOIS

h.onion

zedutoadbph_onion
b.omion
onion

OO0

If vou would prefer we could set up etther a TXT or CNAME to venifv domain control. If vou would like to go with either option please let me
know which works best for vou and I will set that up.




To verfy domain control and authorization, we sent an email to the administrative contacts on the domain (including those listed in the WHOIS
record). This email was sent to the following email addresses:

admin@vipebuzedutoabph.onion

ad ministrator{idvipebuzed utoabpb_onion
webmaster@vipebuzedutoatpb . onion
hostmaster@@vipebuzed utoadpb.onion
postmasteri@vipebuzedutoabpb.onion

If vou would prefer we could set up etther a TXT or CNAME to venifv domain control. If vou would like to go with either option please let me
know which works best for vou and I will set that up.

Second, To venify domain control and authonzation, we sent an email to the administrative contacts on the domain (including those listed in the
WHOIS record). This email was sent to the following email addresses:

admin@vipebuzed utoadbpd.onion

ad mmistrator@vipebuzedutoabpb onion
webmaster@vipebuzedutoabpb.onion
hostmaster/@vipebuzedutoabpb.onion
postmasterf@vipebuzedutoabpb onion




To verfy domain control and authorization, we sent an email to the administrative contacts on the domain (including those listed in the WHOIS
record). This email was sent to the following email addresses:

admin@vipebuzedutoabph.onion

ad ministrator{idvipebuzed utoabpb_onion
webmaster@vipebuzedutoatpb . onion
hostmaster@@vipebuzed utoadpb.onion
postmasteri@vipebuzedutoabpb.onion

If vou would prefer we could set up etther a TXT or CNAME to venifv domain control. If vou would like to go with either option please let me
know which works best for vou and I will set that up.

Second, To venify domain control and authonzation, we sent an email to the administrative contacts on the domain (including those listed in the
WHOIS record). This email was sent to the following email addresses:

admin@vipebuzed utoadbpd.onion

ad mmistrator@vipebuzedutoabpb onion
webmaster@vipebuzedutoabpb.onion
hostmaster/@vipebuzedutoabpb.onion
postmasterf@vipebuzedutoabpb onion

1. You mayv create a webpage (Practical Demo) on vour domain with a special token value. Just let us know if this 1s the method vou would like
to use and we will provide further instruction.

2. You mav create a CNAME or TXT record in the DNS for vour domain with a special token value. If this is the option vou would like to use,
then just let us know and we will provide further mstruction.




The CA MUST verify the Applicant’s control over the .onion Domain Name
using one of the following:

a. The CAMAY verify the Applicant’s control over the .onion service by
posting a specific value at a well-known URL under RFC5785.

b. The CA MAY verify the Applicant’s control over the .onion service by
having the Applicant provide a Certificate Request signed using the .onion public key...

https://cabforum.orq/2015/02/18/ballot-144-validation-rules-dot-onion-names/



https://cabforum.org/2015/02/18/ballot-144-validation-rules-dot-onion-names/
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