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Sto r a g e  A r e a  a n d  IP  N e tw o r k s  
In te g r a tio n

Y o la n d a  L a m illa

y la m illa @ c is c o .c o m
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• B r ie ft In tr o d u c tio n  to  Sto r a g e  N e tw o r k in g

• In te llig e n t Sto r a g e  s e r v ic e s :

V ir tu a l SA N  (V SA N )

M u ltip r o to c o l: iSC SI a n d F C IP

• T h e b e n e fits o f IP  s to r a g e

A g e n d a
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Sto r a g e  N e tw o r k in g  :
W h e r e  is  th e  N e tw o r k  ?

A p p lic a tio nA p p lic a tio n

F ile  S y s te mF ile  S y s te mF ile  S y s te m

Sto r a g e
d e v ic e

Sto r a g eSto r a g e
d e v ic ed e v ic e

A p p lic a tio nA p p lic a tio n

F ile  S y s te mF ile  S y s te mF ile  S y s te m

Sto r a g e
d e v ic e

Sto r a g eSto r a g e
d e v ic ed e v ic e

N e tw o r k

N e tw o r k

A p p lic a tio nA p p lic a tio n

F ile  S y s te mF ile  S y s te mF ile  S y s te m

Sto r a g e
d e v ic e

Sto r a g eSto r a g e
d e v ic ed e v ic e

DAS
Direct

A tta ch ed

S to ra g e

N AS
N etw o rk

A tta ch ed

S to ra g e

SAN
S to ra g e

A rea

N etw o rk

I P

F i b r e

C h a n n e l

&  I P
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T h e  Sto r a g e  E v o lu tio n

Ma in F r a m e In te r n a l
D ir e c t-A tta c h e d  
S to r a g e  (D A S )

S to r a g e
S u b s y s te m

T h e  F ib r e  C h a n n e l S A N T h e  In te llig e n t S to r a g e  N e tw o r k
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Sto r a g e  N e tw o r k in g  E v o lu tio n
In te llig e n t In te llig e n t 

Sto r a g e  N e tw o r kSto r a g e  N e tw o r k
“ A n y -to -A n y ”  

A c c e s s
H o m o g e n o u s
“ SA N  Is la n d s ”

M id r a n g e  D A S

E n g in e e r in g  
SA N

E R P  SA N
B a c k u p  

SA N

F C
F C

F C

F C
F C

F C

F C
F C

F C

Sto r a g e  
U tility

Q o S

Sto r a g e  
V ir tu a liz a tio n

D y n a m ic  
P r o v is io n in g

R e m o te  
R e p lic a tio n

L A N  
F r e e  
B a c k u p

F C
F C

F CF C
F C

F CF C
F C

F C

H SM

C o n s o lid a te d  
SA N  F a b r ic

V SA N

F C

F C

F C
F C

F C

F CF C

F C

F C

W A N

M u lti-
P r o to c o l

M u ltiM u lti--
P r o to c o lP r o to c o l

D ia g n o s tic s H A

Se c u r ity
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• T o d a y  m a n y  SA N  e n v ir o n m e n ts  
c o n s is t o f n u m e r o u s  is la n d s  o f 
c o n n e c tiv ity

• Is la n d s  a r e  p h y s ic a lly  is o la te d  
e n v ir o n m e n ts  c o n s is tin g  o f o n e  
o r  m o r e  in te r c o n n e c te d  s w itc h e s  

• E a c h  is la n d  is  ty p ic a lly  
d e d ic a te d  to  a  s in g le  o r  m u ltip le  
r e la te d  a p p lic a tio n s

• E a c h  is la n d  m a y  b e  
in d e p e n d e n tly  m a n a g e d  b y  a  
s e p a r a te  a d m in  te a m

• Str ic t is o la tio n  fr o m  fa u lts  
a c h ie v e d  th r o u g h  p h y s ic a l 
is o la tio n

SA N  Is la n d s

‘F a n -o u t’
SA N  Is la n d s

‘D e p a r tm e n ta l’
SA N  Is la n d s

‘L a r g e r  C o r e -E d g e ’
SA N  Is la n d
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In te llig e n t N e tw o r k  Se r v ic e s — V ir tu a l SA N s  (V SA N s )

A  V ir tu a l SA N  (V SA N ) p r o v id e s  a  
m e th o d  to  a llo c a te  p o r ts  w ith in  a  
p h y s ic a l fa b r ic  to  c r e a te  v ir tu a l 
fa b r ic s

• A n a lo g o u s  to  V L A N s  in  E th e r n e t

• V ir tu a l fa b r ic s  c r e a te d  fr o m  la r g e r  c o s t-
e ffe c tiv e  r e d u n d a n t p h y s ic a l fa b r ic

• R e d u c e s  w a s te d  p o r ts  o f is la n d  
a p p r o a c h

• F a b r ic  e v e n ts  a r e  is o la te d  p e r  V SA N  –
m a in ta in s  is o la tio n  fo r  H A

• H a r d w a r e -b a s e d  is o la tio n  - tr a ffic  is  
e x p lic itly  ta g g e d  a c r o s s  in te r -s w itc h  
lin k s  w ith  V SA N  m e m b e r s h ip  in fo

• Sta tis tic s  c a n  b e  g a th e r e d  p e r  V SA N

SA N  Sw itc h  w ith  V SA N  Se r v ic e

P h y s ic a l SA N  is la n d s  
a r e  v ir tu a liz e d o n to  

c o m m o n  SA N  
in fr a s tr u c tu r e
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T w o  P r im a r y  F u n c tio n s  o f V SA N s

T h e  V ir tu a l SA N s  fe a tu r e  c o n s is ts  o f 
tw o  p r im a r y  fu n c tio n s :

1 . H a r d w a r e -b a s e d  is o la tio n  o f 
ta g g e d  tr a ffic  b e lo n g in g  to  
d iffe r e n t V SA N s

N o  s p e c ia l d r iv e r s  o r  c o n fig u r a tio n  r e q u ir e d  fo r  
e n d  n o d e s  (h o s ts , d is k s , e tc )

T r a ffic  ta g g e d  a t F x _ P o r t in g r e s s  a n d  c a r r ie d  
a c r o s s  E ISL  (e n h a n c e d  ISL ) lin k s  
b e tw e e n  s w itc h e s  

2 . C r e a te  in d e p e n d e n t in s ta n c e  o f 
F ib r e  C h a n n e l s e r v ic e s  fo r  e a c h  
n e w ly  c r e a te d  V SA N  – s e r v ic e s  
in c lu d e :

Z o n e  s e r v e r , n a m e  s e r v e r , m a n a g e m e n t s e r v e r , 
p r in c ip le  s w itc h  e le c tio n , e tc .

E a c h  s e r v ic e  r u n s  in d e p e n d e n tly  a n d  is  
m a n a g e d /c o n fig u r e d  in d e p e n d e n tly

SA N  Sw itc h w ith  
V SA N  Se r v ic e

V S A N  h e a d e r  
is  a d d e d  a t 

in g r e s s  p o in t 
in d ic a tin g  

m e m b e r s h ip

N o  s p e c ia l 
s u p p o r t r e q u ir e d  

b y  e n d  n o d e s

T r u n k in g  
E _ P o r t

(T E _ P o r t)

T r u n k in g  
E _ P o r t

(T E _ P o r t)

E n h a n c e d  IS L  (E IS L ) 
T r u n k  c a r r ie s  

ta g g e d  tr a ffic  fr o m  
m u ltip le  V S A N s

V S A N  h e a d e r  is  
r e m o v e d  a t e g r e s s  

p o in t

F ib r e  C h a n n e l
Se r v ic e s  fo r  
B lu e  V SA N

F ib r e  C h a n n e l
Se r v ic e s  fo r  
R e d  V SA N

F ib r e  C h a n n e l
Se r v ic e s  fo r  
B lu e  V SA N

F ib r e  C h a n n e l
Se r v ic e s  fo r  
R e d  V SA N
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V SA N s  a n d  Z o n e s  - C o m p lim e n ta r y

V ir tu a l SA N s  a n d  fa b r ic  z o n in g  a r e  v e r y  
c o m p lim e n ta r y

• H ie r a r c h ic a l r e la tio n s h ip  –

F ir s t a s s ig n  p h y s ic a l p o r ts  to  V SA N s

T h e n  c o n fig u r e  in d e p e n d e n t z o n e s  p e r  V SA N

• V SA N s  d iv id e  th e  p h y s ic a l in fr a s tr u c tu r e

• Z o n e s  p r o v id e  a d d e d  s e c u r ity  a n d  a llo w  
s h a r in g  o f d e v ic e  p o r ts

• V SA N s  p r o v id e  tr a ffic  s ta tis tic s

• V SA N s  o n ly  c h a n g e d  w h e n  p o r ts  n e e d e d  
p e r  v ir tu a l fa b r ic

• Z o n e s  c a n  c h a n g e  fr e q u e n tly  (e g . 
b a c k u p )

• P o r ts  a r e  a d d e d /r e m o v e d  n o n -
d is r u p tiv e ly  to  V SA N s

V S A N  3

P h y s ic a l T o p o lo g y
V S A N  2

D is k 1

H o s t2D is k 4

H o s t1

D is k 2 D is k 3

D is k 6

D is k 5

H o s t4

H o s t3

Z o n e A

Z o n e B

Z o n e C

Z o n e A

Z o n e D

R e la tio n s h ip  o f V SA N s  to  Z o n e s
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IP  Sto r a g e  N e tw o r k in g

• IP  s to r a g e  n e tw o r k in g  p r o v id e s  s o lu tio n  to  c a r r y  s to r a g e  tr a ffic
w ith in  IP

• U s e s  T C P , a  r e lia b le  tr a n s p o r t fo r  d e liv e r y

• C a n  b e  u s e d  fo r  lo c a l d a ta  c e n te r  a n d  lo n g  h a u l a p p lic a tio n s

• T w o  p r im a r y  p r o to c o ls :

iSC SI1 – IP -SC SI - u s e d  to  tr a n s p o r t SC SI C D B s a n d  d a ta  w ith in  
T C P /IP  c o n n e c tio n s

F C IP – F ib r e -C h a n n e l-o v e r -IP  – u s e d  to  tr a n s p o r t F ib r e  C h a n n e l 
fr a m e s  w ith in  T C P /IP  c o n n e c tio n s

IPIP T C PT C P iSC SIiSC SI SC SISC SI D a taD a ta

IPIP T C PT C P F C IPF C IP F CF C SC SISC SI D a taD a ta

1 SC SI o v e r  IP  (iSC SI) – R F C  3 3 4 7
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F C IP  a n d  iSC SI – C o m p le m e n ta r y  
Sta n d a r d s

• F C IP : SA N -to -SA N  o v e r  IP

• iSC SI: H o s t to  Sto r a g e  o v e r  IP

IP  N e tw o r k

F C  SA N

Sto r a g e  
R o u te r

F C  SA NF C IP

iSC SI

iSC SIiS
C SI

iS
C SI

Sto r a g e  
R o u te r

F C IP  G a te w a yF C IP  G a te w a y
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F C IP

F C IP  G a te w a y s  p e r fo r m  F ib r e  C h a n n e l e n c a p s u la tio n  p r o c e s s  
in to  IP  P a c k e ts  a n d  r e v e r s e  th a t p r o c e s s  a t th e  o th e r  e n d

F C  Sw itc h e s  c o n n e c t to  th e  F C IP  g a te w a y s  th r o u g h  a n  E _ P o r t fo r  
SA N  fa b r ic  e x te n s io n  to  r e m o te  lo c a tio n

A  tu n n e l c o n n e c tio n  is  s e t u p  th r o u g h  th e  e x is tin g  IP  n e tw o r k  
r o u te r s  a n d  s w itc h e s  a c r o s s  L A N /W A N /M A N

Sta n d b y

Sto r a g e

P r o d u c tio n

Sto r a g e

P r o d u c tio n  SiteP r o d u c tio n  Site

D a ta b a s e  Se r v e r s

E M C  SR D F

E x is tin g  IPE x is tin g  IP

N e tw o r kN e tw o r k
L A N /W A N /M A NL A N /W A N /M A N

F C  Sw itc h

B a c k u p , R & D , Sh a r e d  Sto r a g e ,B a c k u p , R & D , Sh a r e d  Sto r a g e ,
D a ta  W a r e h o u s in g , e tc .D a ta  W a r e h o u s in g , e tc .

F C
SA N

B a c k u p  
Se r v e r

F C IP
G a te w a y

F C IP
G a te w a y

Se r v e r s

F C
SA N

F C  Sw itc h
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P o te n tia l F C IP  E n v ir o n m e n ts

S h o r t d is ta n c e  ~  < =  6 0 k m

• W ir e -r a te  (1 G b p s )

• R e la tiv e ly  lo w  la te n c y

• Sy n c  o r  A s y n c
r e p lic a tio n

• M e tr o  E th e r n e t o ffe r s  
c o s t e ffe c tiv e  s o lu tio n

L o c a l
D a ta c e n te r

F C IP M e tr o
E th e r n e t

IP  R o u te d
W A N

SO N E T

Me d iu m  d is ta n c e  ~  < =  1 6 0 k m

L o n g  d is ta n c e   >  1 6 0 k m

• T y p ic a l O C 3  / O C 1 2

• R e la tiv e ly  lo w  la te n c y

• M a in ly  a s y n c h r o n o u s

• Su ita b le  fo r  s o m e  
s y n c h r o n o u s  a p p s

• L o w  s p e e d  (T 1  – D S3 )

• H ig h e r  la te n c y

• L o n g e r  d is ta n c e

• M a in ly  a s y n c h r o n o u s

L o c a l
D a ta c e n te r

F C IP

L o c a l
D a ta c e n te r

F C IP

R e m o te
D a ta c e n te r

F C IP

R e m o te
D a ta c e n te r

F C IP

R e m o te
D a ta c e n te r

F C IP
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SC SI B lo c k  C o m m a n d sSC SI B lo c k  C o m m a n d s SC SI Str e a mSC SI Str e a m
C o m m a n d sC o m m a n d s

P a r a lle l P a r a lle l 
SC SI T r a n s p o r tSC SI T r a n s p o r t

SC SI A p p lic a tio n s  (F ile  Sy s te m s , D a ta b a s e s )SC SI A p p lic a tio n s  (F ile  Sy s te m s , D a ta b a s e s )

P a r a lle l SC SIP a r a lle l SC SI
In te r fa c e sIn te r fa c e s

SC SI
D e v ic e -T y p e
C o m m a n d s

SC SI
G e n e r ic

C o m m a n d s

SC SI
T r a n s p o r t
P r o to c o ls

L a y e r  3  
N e tw o r k  

T r a n s p o r t

L a y e r  2
N e tw o r k F ib r e  C h a n n e lF ib r e  C h a n n e l E th e r n e tE th e r n e t

O th e r  SC SI O th e r  SC SI 
C o m m a n d sC o m m a n d s

IPIP

T C PT C P

SC SI C o m m a n d s , D a ta , a n d  Sta tu sSC SI C o m m a n d s , D a ta , a n d  Sta tu s

iSC SI A r c h ite c tu r a l M o d e l

F C PF C P
SC SI o v e r  F CSC SI o v e r  F C

iSC SIiSC SI
SC SI o v e r  T C P /IPSC SI o v e r  T C P /IP
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F C  H B A G ig E N IC

SC SI D r iv e r T C P /IP  D r iv e r

SC SI/T C P  Se r v e r   

iSC SI So lu tio n  A r c h ite c tu r e

iSC SI Sto r a g e  R o u te r

N IC  A d a p te r SC SI  A d a p te r

H o s t

F ib r e  C h a n n e l
Sto r a g e  A r r a y

N IC  D r iv e r A d a p te r  D r iv e r

T C P /IP  Sta c k

iSC SI

SC SI G e n e r ic

B lo c k  D e v ic e

F ile  Sy s te m   

A p p lic a tio n s   

T C P /IP
N e tw o r k

T C P /IP
N e tw o r k

iSC SI H o s t D r iv e r
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C a s e  s tu d y - b e fo r e  iSC SI

B a c k u p
Se r v e r

1 2  s e r v e r s  w ith  D ir e c t A tta c h e d  Sto r a g e SQ L  Se r v e r s

D is k  A r r a y
T a p e

L ib r a r y

F C

F ib r e C h a n n e l
Sw itc h e s

F C

B e fo r e  iSC SI:
2  s e p a r a te  n e tw o r k s : IP  a n d  F ib r e C h a n n e l

F ib re C h a n n e l
S A N

E th e rn e t
F ib re C h a n n e l
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C a s e  s tu d y - a fte r  iSC SI

B a c k u p
Se r v e r

SQ L  Se r v e r s

D is k  A r r a y
T a p e

L ib r a r y

C is c o  SN 5 4 2 8
Sto r a g e  R o u te r s

A fte r  iSC SI: IP  Sto r a g e
A ll s e r v e r s  p a r tic ip a te  in  th e  SA N

iS C S I iS C S I iS C S I iS C S I iS C S I iS C S I

iS C S I iS C S I iS C S I iS C S I iS C S I iS C S I

IP  a n d  F ib r e C h a n n e l
SA N

1 2  s e r v e r s  w ith  iSC SI d r iv e r s

E th e rn e t
F ib re C h a n n e l
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B e n e fits  o f IP  Sto r a g e

• L o w e r s  Sto r a g e  T C O  fo r  M id r a n g e  Se r v e r s
E n a b le s  c o n s o lid a tio n  o f m id r a n g e  s e r v e r  s to r a g e  

u s in g  in d u s tr y  s ta n d a r d  iSC SI p r o to c o l

P r o v id e s  m id r a n g e  s e r v e r s  a c c e s s  to  SA N -b a s e d  
b a c k u p  a n d  b u s in e s s  c o n tin u a n c e  s e r v ic e s

• Sim p lifie s  M a n a g e m e n t o f M u lti-P r o to c o l SA N s
E n a b le s  u n ifie d  SA N  s e r v ic e s  a n d  m a n a g e m e n t 

in d e p e n d e n t o f th e  p r o to c o l b e in g  u s e d

• Sim p lifie s  E n te r p r is e -Sc a le  B u s in e s s  
C o n tin u a n c e

E n a b le s  b a c k u p , r e m o te  r e p lic a tio n , a n d  d is a s te r  
r e c o v e r y  o v e r  W A N  d is ta n c e s  u s in g  o p e n -s ta n d a r d  
F C IP  tu n n e lin g .
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