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:Qué es AppAuth?

Client SDK for native Apps

7 AppAuth

for 1I0S

7 AppAuth

for Android

7 AppAuth

for JS
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Caracteristicas

 RFC 8252: OAuth2 for Native Apps

« RFC 7636: Proof Key for Code Exchange (PKCE)
*« OAuth2

* OpeniD Connect

S
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Objetivo
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Objetivo

Z7SIR2
Servicio de Identidad de
RedIRIS

e
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Objetivo
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Objetivo

Editar perfil

Nambre

Sergio

Apellidos

Gémez Bachiller

Imagen de perfil

Choose File | No file chosen

iBorrar?

Biografia

e
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Esquema de funcionamiento

OAuth2 + SSP

simplesamlphp-module-oauth2

OAuth2
OpenlD Connect

>
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Esquema de funcionamiento

OAuth2 + SSP

simplesamlphp-module-oauth2

OAuth2
OpenlD Connect

SAML

y Atributos _ : SI R2

>
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Esquema de funcionamiento

OAuth2 + SSP

simplesamlphp-module-oauth2

OAuth2
OpenlD Connect

SAML

y Atributos _ : SI R2

>

Access Token (JWT)
-

EyJhbGciOiJIUzIINiIsInR5¢cCI
6IkpXVCJ9.eyJzdWIiO1iIxMJMON {
TY30DkwIiwibmFtZSI6IkpvaGdg "alg": "HS256",
RGI1IiwiYWRtaW4iOnRydwWvV9.TJ "typ": "JWI"
VA950rM7/E2cBab30RMHrHDCEfXx] }
0YZgeFONFh7HgQ
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Esquema de funcionamiento

OAuth2 + SSP
simplesamlphp-module-oauth2
OAuth2
OpenlD Connect
> SAML
Access Token (JWT)

y Atributos _ : SI R2

-

EyJhbGciOiJIUzIINiIsInR5cCI
6 TkpXVCJI9 . eyJzdWIiOiIxMjMON bt e e fuen o
TY30DkwIiwibmFtZSI6IkpvaG4g iy 1511827043 S5y
RG91IiwiYWRtaW4iOnRydWV9.TJ ";i v 1547097045
VA950rM7E2cBab30RMHTHDCEfx P

0YZgeFONFh7HgQ J
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Esquema de funcionamiento

OAuth2 + SSP
simplesamlphp-module-oauth2
OAuth2
OpenlD Connect
SAML
|
Atributos
Access Token (JWT) < -
- J SIR?2

EyJhbGciOiJIUzIINiIsInR5cCI
61kpXVCJI9.eyJzdWIiOiIxMjMON
TY3ODkwIiwibmFtZSI6IkpvaG4g
RGI91Ii1wl1YWRtaW410OnRydwVv9.TJ
VA950rM7E2cBab30RMHrHDcEfx ]
oYZgeFONFh7HgQ

FIRMA
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Esquema de funcionamiento

OAuth2 + SSP

simplesamlphp-module-oauth2

OpenlD Connect
SAML
|
Atributos
Access Token (JWT) - >
d S SIR2
Userinfo (REST)
. -
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Esquema de funcionamiento

OAuth2 + SSP
simplesamlphp-module-oauth2
O
OpenlD Connect ” o
Y SAML
Atributos
Access Token (JWT) -
g J SIR2
Userinfo (REST) '
-
{
"sub": "b822df...469490al2@uco.es",
"name": “John Doe”,
"email": “j.doeluco.es”,
“victure”: “https://img.uco.es/...”
}
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Configuracion AppAuth

Fichero auth_config.json

{
"client_id": "c12831defal23418922023432hc0709abeaPa7afd8cd312",
"redirect_uri": "https://appauth.demo-app.io/oauth2redirect"”,
"authorization_scope": "basic",
"discovery uri": "https://.../openid-configuration.php",
"authorization_endpoint_uri": "",
"token_endpoint uri": "",
"registration_endpoint_uri": "",
"https_required": true
}
El campo redirect_uri debe configurarse también en el archivo
AndroidManifest.xml
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Configuracion OpenlID Connect

Esquema de discoveri_uri

{
"issuer": "https://identidaddev.uco.es/",
"authorization_endpoint": "https://.../oauth2/authorize.php",
"token_endpoint": "https://.../oauth2/access token.php",
"userinfo_endpoint": "https://.../oauth2/userinfo.php",
"jwks_uri": "https://.../jwks.php",
"scopes_supported": [
"basic"
] ’
"response_types supported": [
"code",
"token"
] ’
"subject types supported": |
"basic"
1,
"id token_signing alg values_supported": [
""RS256"
]
}
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Configuracion AppAuth

Esquema de jwks_uri

{
"keys": [
{

"kty": "RSA",

"n": "zjJ1MKYL8y-sS4jfeocZCvQZ239SUOLvzWbIJAQiGEHO5
JJFKFSq9dTgPyp UoX-3jQt9doeal3-eIV51qUXu80zK
cnUYZcB61f60fUN15H9ehRvEdjo0Ovuv3WQ4py mKj7o0
G_Jr_zXcBoih PrsgPb0BAg4Q5 wKixF7_ 1ifEwVcB8",

"e": "AQAB",

"use": "sig",

"alg": "RS256"

}
]
}
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Seguridad (RFC8252)

External User-Agent
Custom Tab (Indicador SSL)

X @ https://identidaddev.uco.es

A A

@g,\numw —— I|| 1 | L
I coroom PAPI

OpenID AppAuth Demo Authorization granted

REFRESH TOKEN  VIEW USER INFO

Authorization options: & @uco.es Refresh token returned
Access token expires at: 2017-11-29 06:07:34
+01:00
8 | oo ID token returned
The Account ID is optional. If specified, it is
transmitted as a login_hint parameter in the ;‘W;
authorization request. = John Doe
Use browser: R " . "
| {"sub":"johndoe",'name":"John Doe","given_name";
"Jane"'fa Doe""preferre
A AppAuth heuristic selection 2 e ‘”H]’V-‘ ) [‘O&' rred..
= e |":"j.doe@uco.e
\/\/pbs ng profile_imag
[[] Use Pendingintent's for completion 869544127301603328\/pgS_XtBp_400x400.jpg’}

Authorization settings in use:
Discovered auth endpoint:
https://identidaddev.uco.es/simplesaml/
module.php/oauth2/authorize.php

v ] @) O
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Seguridad (PKCE)

OAuth2/OpenlID Connect sin PKCE

OAuth2 + SSP

simplesamlphp-module-oauth2

authorization
>
- redirect_uri + code
token(code)
-
access_token (jwt)
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Configuracion AppAuth

Fichero auth_config.json

{
"redirect _uri": "https://appauth.demo-app.io/oauth2redirect",
}
El campo redirect_uri debe configurarse también en el archivo
AndroidManifest.xml
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Seguridad (PKCE)

OAuth2/OpenlID Connect sin PKCE

OAuth2 + SSP

simplesamlphp-module-oauth2

authorization

token(code)

access_token (jwt)
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Seguridad (PKCE)

OAuth2/OpenlID Connect con PKCE

OAuth2 + SSP
simplesamlphp-module-oauth2
authorization + t(code_verifier) + t_ m oO
- o

- . =
redirect_uri + code

e token(code) + code_verifier

-

>

access_token (jwt)
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Seguridad (PKCE)

OAuth2/OpenlID Connect con PKCE

OAuth2 + SSP

simplesamlphp-module-oauth2

authorization + t(code_verifier) + t_m

token(code)

error
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Seguridad (PKCE)

Token JWT

e Estandar (RFC7519)

» Valido para autenticacion y para intercambio
de informacion

* Firmado por el IDP

U IDAD B CORDOBA
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Posibles usos

e Autenticacion de usuarios de RedIRIS

« Acceso a APIs de terceros (confianza en la
firma del token JWT)

OAuth2 + SSP

simplesamlphp-module-oauth2

access_token (jwt)

S SIR2

Third party
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Demo Time
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Estado del proyecto

* Terminar de implementar OpenID Connect
» Definir scopes y traduccion de atributos

* Pantalla de solicitud de permiso al usuario
* Despliegue de la pasarela en RedIRIS

Modulo de SimpleSAMLphp-OAuth2:
https:/github.com/sgomez/simplesamlphp-module-oauth2

UNIVERSIDAD P CORDOBA
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