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~_¢éPuede ser segura la wifi?
Introduccio ' . ——

» Segura si! Alta disponibilidad...nunca!
» Disponibilidad vulnerable a nivel 1y 2
» Seguridad equivalente al cableado
» Necesario acceso 802.1x/TLS y cifrado AES

» Pero... ¢épodremos ser tan estrictos?

» Os suena:
> “Este cacharro tiene wifi y solo soporta wep”

> “Estos invitados necesitan wifi inmediatamente”



¢Qué estamos securizando?
. : _M =
Introduccion

®

> Un servicio complementario no critico

» Complementa al cableado existente, no lo substituye

> Movilidad en un entorno heterogéneo

» Simplificar el servicio

> 802.1X es lo mas comodo... una vez configurado
» Gran diversidad de terminales y versiones

» Usuarios con diferentes necesidades



- DesEIieaue de APs
Arquitectura segura wifi |

> Prevenir el robo de APs
> Definir vlan de gestion

» Recomendable sistema centralizado
> Gestion Optima de canales y potencia

» Facilidad de despliegue de vlans y ssids

» Autenticar el AP
» Certificado del AP
» Punto protegido con 802.1X
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Configuraciones extra
Arqwtectura segura Witl

&

» Obligatorio DHCP

> El controler bloguea IPs estaticas

> No permitir trafico entre los usuarios wifi
> Juegos en red, propagacion de bichos varios, etc...

» Problemas: VoIP (streams udp directos) y otros P2P

> Opcional: Autenticar las tramas de gestion
> Evitar Deauth Floods
» Problema de compatibilidad
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Desgllegue de SSIDs
Arqwtectura segura Wil

> Minimizar el numero de SSIDs: Uno por acceso

> Vlans dedicadas Unicamente a wifi
» SSID Open-Auth: Portal cautivo

> Eventos

> Intranet y manuales de configuracion eduroam

» SSID Eduroam: 802.1x

> Unico para todos los usuarios
> Segmentar vlans PDI,ALU,etc... via atributos RADIUS

» Aprovechar los atributos para vpn, lan-802.1x, etc...



o Autenticar usuarios
Arquitectura segura wifi |

&

> Evitar el uso de PSK: si podemos...
> Un secreto compartido no es un secreto
» Con wep estamos perdidos
> Con tkip es mas tedrico que practico
» Fuerza bruta contra la PMK (AES/TKIP)



Pyrit performing on various platforms - Computed PMKs per second

4x GeForce 295 GTX (CUDA) * B9.000
|
| | |
8x Tesla C10G0 (CUDA) * 88.000

3¢ GeForce 295 GTX (CUDA)Y 58.000
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- Autenticar usuarios
Arquitectura segura wifi |

» 802.1x-Enterprise

> Una vez configurado es lo mas practico

> Problemas:
> Gestion y distribucion de credenciales
» El cliente decide si verifica el certificado del servidor

> ¢Quién se atreve con TLS?



- Autenticar usuarios
Arquitectura segura wifi |

> Portal cautivo

» Necesario
» Eventos
» Acceso a Intranet y manuales para activar servicio eduroam

» Terminales no compatibles eduroam

> ¢COmo ciframos? Nivel 3: VPN/SSL-VPN?
» Ojo! DNS-Tunneling
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Arquitectura segura wifl

DNS-Tunneling

All Applications
B2 Auditor * [E3 Footprinting ¥ B Whois r
[ Applications * [E Scanning ¥ [&5 Traceroute 2
»
'.

£ Utils * (B Analyzer * [E3 DNS lookup

-4 Settings ¥ [E spoofing * [E3 HTTRIHTTPS

Ty System ¥ £ Bluetooth ¥ [ sump L2
Actions [E5 wireless ¥ [ LDAP F

7 Bookmarks } [ Bruteforce ¥ |5 SMB/Nethios
«: Quick Browser b [E5 Password cracker ¥ |E§ Os Detection

£3 Run Command... |E5 Forensics
Ej Lock Session @ Honeypot

E] Logout..
T e _ - T T T & - - T
‘| i FIAAHE @ | 1 [ i E E 03728105 |>

B DNSwalk (DNS verification)
B Dig (DNS lookup)
_,,}‘ Gnetutil (Network utilities)

B NSTXCD (IP over DNS client)
B NSTXD (IP over DNS server)

el Host (DNS looku

el NSTXCD (IP over DNS client)
el NSTXD (IP over DNS server)
Bl Ozyman (DNS tunnel)




Control de admision NAC
Arqwtectura segura wifl

&

> NAC

> Dificil con la diversidad de terminales

» Alguna experiencia:



Define Antivirus Provider

Antivirus Provider: “Trend Micro PC-cillin/OfficeScan j

™ Enforce minimum engine uersinnl

[ This program is always running

Select a DAT enforcement option from the following rules:

= (Enforce Minimum Version Jf Antivirus DAT file I

" Enforce Last Download Date of Antivirus software.
Downloads befnrelEDDE-j IMEIT j IEDj atl '“}j I Dﬂj are out of compliance.

" Enforce Version Age of Antivirus software. Versions nuerl days old are out of compliance.

Define Type and Action

Rule Type:
w Require end points to meet these conditions to access the netwaork through a gateway.

Rule Action: (The same action is used for all Antivirus rules)

ints that require these conditions.

" DObserve end points that reguire these conditions but do not restrict them.
" Warn end pgist® that reguire these conditions but do not restrict them.

Define custom text and a remediation option to present to end users when they are out of compliance
with this rule.

Remediation (The same remedy is used for all Antivirus rules)

Cefine custom text for users: ;l

Browse. .. |

& Mo remedy
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¥ integrity security scan report - Integrity Secure Browser =10l x|

File: Edit ‘Wiew Tools Help

= = = =
3 bk > Iﬂ \g "";‘ b 'Search | ==

'default. cai? % 2Flogin. pl#3F destination % 30 hitp 22834 % 262F % 252F v, google. com®Z 25 2F 2 253F

il =

ZONE LABS @ INTEGRITY SECURITY SCAN REPORT

i “te g ri t y Loading, please wait...

Currently loading the Integrity security scanner to scan your computer for screened software. This scan is reguired before ente

Ifthis page fails to load, either the page is restricted or your Internet Explarer Security level is set to High. Make sure your Internet Explorer Security level is
setto Mediurm and try again.

Security Warning . x|

Do pou want ta install and rin MInteqrity. security scanner’
signed on 04/03/2006 2:50 and distributed by:

Check Point Software Techhologiss Ine.

Publizher authenticity verified by VeriSign Class: 3 Code
Signing 2004 Ca&,

Caution: Check Point Software Technologies e, asserts
that this content iz safe. You should only installview this
content if you trugt Check Point Software Technologies
Inc. to make that assertion,

I Abwaps tust content from Check Paint Saftware
Technologies Inc.

Yes | Ma I Mare Info

|E Walt please.. .., ] o




tegrity security scan report - Integrity Secure Browser

File Edit Wiew Tools Help

Jesck Q) |x] (2]

Address t;j https: & eddefault.cai?®2Flogin. pl% 3F destinationZ 2D httpR 20638 2 20 2F 2 282F wenw, google, com? 252F % 253F

ZONE LABS aINTEGRITY SECURITY SCAN REPORT

integrit
y Integrity Clientless Security found 4 prohibited elements onyour computer and did not find 3 required elements!
It is preferable far the safety of your computer that these ite handled as indicated below. After doing so click Scan

to enter, oryou can click Continue now to log into Savithout taking action.

Continue | Cancell

4 profijd ents weare found o tar!

45 AlexaToolbar - Browser Plugin

G Registrykey - HKEY_LOCAL_MACHIN
Ty egistrykey - HKEY_CURR

-3 207 -

. g URL - Cookie:cti@2o7 netl
25 Doubleclick - 3rd Party Cookie
: LG URL - Cookie:cti@doubleclick.netl
=5 Fastelick- 3rd Party Cogkie

- URL - Cookie:clig@fastclick net!

4 | o

oftwarel\icrasofil
\Softwareidicrosof

B gistro_restrictan
i H - - JL

- 1
= GoogleTalk

- ffh GnnnlaTalk nresant kel
4] | »

Scanner Status: Feady to Re-Scan Scan |

L A B B

E Done.

B
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ntegrity security scan report - Microsolt Inle&rnﬁ_liﬂpﬁntr = IEllﬂ

J ek = C0 « (%] (2] | Address I@ hl:tps:,l'll'_,l'sre,l'default.cgi?°.-’o2FI|:|gin.|:|I%SFdestinatiu:un":-"oSDhtj| *

FY

ZONE LABS © INTEGRITY SECURITY SCAN REPORT —

integrity.

ety did not find 1 required element!
ouwill not be ableto log in until you install the required items. Once you

ns, click Scan toaccess the site.
Cancel |

Centre de Tecnologies de la Informacio - Microsoft Internet Explorer

File || JBsck - o - (%] (2] | Address [&] hitp:ffw

Universitat de les . .
@thﬂm Cenire de Tecnologies de la Informacio

+ Inici « Arees « Alumnes+ PDI - PAS « Noticies+ Miscel-lania - FAQs -

- T
w Arees w General w Preguntes mes freqiients » Antivirus » Com puc installar el Cercar: | | £ia
programa d'antivirus ?

m Com puc instal-lar el programa d'antivirus?

Enginveria del software

Fer instal'lar el nou antivirus no cal que desinstal'leu l'antivirus de Mcafee, ja gque és un proces
General automatic, Momés en cas gue l'antivirus sigui d'un altre desenvolupador pot ser caldrd que feu la

Sistemes desinstal-lacid manualment.

MErEes | COMUNICAcions Cal tenir en compte la versia del sisterma operatiu on es val fer la installacia:

M # [Descarregad I'antivirus per a Wwin 95/98/Me.

Estructura organica

I&]

o @ Antivirus Win 95/98/Me (19201KE)

Indicadors

Preguntes més # Descarregau antivirus per a Win NT/2000/%P/2003,
freqiients o B antivirus Win NT/2000/XF/2003 [20154KB)
Contacte

& Per a MAC o Linux consultau el servei de suport microinformatic

freqiients Un cop descarregat el fitxer heu d'executar el programa. Es possible que hagiu de reiniciar

Antivirus I'ordinador per completar la instal-lacid. Si teniu qualsevol dubte podeu consultar el servel de suport

microinfarmatic.
Lectora de rmarques

optigues
Alta Microinformatica

DL — [ [ e

KN




~ Capas de analisis/filtrado

&

> Analisis/bloqueo de anomalias wifi (IDS/IDP)
> Politicas 802.1x via atributos Radius

> Filtros de visibilidad: Firewall

> Analisis/bloqueo de anomalias IP (IDS/IDP)

> Gestion de ancho de banda




Red de Sensores

Arquiteétura segura wifl

» Los APs y los clientes: son sensores

» Podemos construir sensores (Kismet+OpenWRT)

» Podemos comprar sensores

i AirWave Manag Emr*t Client
File Edit Tools Help

— Configuration
E& Atheros Wireless Network Adapter Computer: GOBO Lazt AMP Contact: 1:45pm
MAC: 00.01 F4.88 AB A2 Auth Type: Encryption Dizabled Contact Status: Succesz
Link Speed: 108 MBp= Auth Mode: Open Authentication  Media Status: Dizconnected
— Statistics
Total Networks: 2 Rogue Networks: 1 -"'E'"- Meighbor Metworks: 0
Total AP=: 3 Rogue AP=: 1 —  MNeighbor AP=: 0
55D ~ BSSID | chan | signat | secure [ status Load Mode | Mame
m Telefonica 00:40:95:.41.68.FC G -85 dBm Rogue Infrastructure
1 wue 00:01:F4:6B:07:BF G -84 dBm Managed Infrastructure CTN
i wuiB 00:02.A52E:20:58 G -54 dBm Managed Infrastructure CTie




de amenazas
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~___Identificacion de usuarios
Amenazas

Associated Users

User MAL Address Radio Association Time Duration
bryar O0:0R:F0e06:01:4F 802,119 6/2/2005 7:48 AM 5 hrs 49 mins
greg O0:0B:70:13:94:40 802,119 6/2/2005 7:28 AM 6 hrs 9 mins

deomfort 00:0C:41:19:86:08 802,113 6/2/2005 8:45 &AM 4 hrs 52 mins
darrell 00:0C:41:15\99:FF S802.11a 6/2/2005 10:22 &AM 3 hrs 15 mins
andre DD:QD:4E-:?4:E‘D:M 802,119 6/2/20059:11 AM 4 hrs 25 mins

wm im mm wes | wim
A1t Fer feouns Out TFAE Bartnl BT Fer Secind Get fecand Auta)
4103 Fer Sroand B (515t bedinl MIKIS Fer Seced In (fecorf fatiod

i
EEgsEs
BEyNY
BEENA
E

<
a D e




Rouge APs

- e e i
Amenazas

&

» Rouge AP en vlan cableada
> Bridge: Un AP en la LAN
» Router: Un router-wifi en la LAN

» PC de usuario en modo bridge/router

eduroam
OpenAuth

MiDespacho
OpenAuth



Usuario Bridge/Router

@ Amenazas

Disable
Status
an-UIE |
Repar

Bridge Connections

AN

Metwork lan-UIB Centring
Bridge

MAC Bridge Minipart




Suplantacion del Portal cautivo
. . Epm RS
Amenazas a

&

» Robo de credenciales
» Usuarios que no verifican el certificado

» Gran problema: unificar servicios/credenciales (SIR)

> Captura de trafico



Su lantacion de SSIDs

Amenazas '
Connected Clients Jasa ger
A list of connected clients. Karma on the ﬁ'l
Refresh client list |
Date SSID 1P MAC Commands Lo
Sep 16 Add to SSID list |~ | b

17.16:00 orange 00:1c:df58:13:b5 R Refresh log I

J

S d 10.1.1.87  00:lc:dfE8:33:c0 i SSllD |i5t§"’l
97:15:33 Tel cdod Acidresaac Extite
ER(ath0) LO.L1.1.8&
Sep 16 Add to 551D list | ¥ | Sep l& 22:18:47: DHCEDISCOVER (athl)
e blue 10.1.1.88 00:1c:dffa:03:c3 00: lesdf:58:13:1k5
£ | Excut SRR D
M Sep le ZZ:1e:08: HNode [00:leo:df:58:13:b3]
associating to ssid ["orange"]Sep L&
22:16:47: DHCPACK (athD) 10.1.1.87
Sep 16 : - e Add to SSID list|~ 00:lc:df:B8:33:cY fred i
171450  miays M heead URGHigl a3 o [ Sep 16 22:16:47: DH EST(ath0) 10.1.1.87 ||
@ Help with Log

@ Help with Connected Clients
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Amenazas

Connected Clients Jas ager

A list of connected clients. Karma on the M
Refresh client list i
Date SSID P MAC Commands
Log
e | fred 10112 00:1c:df58:13:05 Add 1 5510 st~ |
00:48:22 = St SHERLA R, Excute I Refresh Iog_l End |

Jan 1 00:48:22: Node [00:le:df:58:13:k5]

@ Help with Connected Clients van: s seaalls Rork Seenper
The IP address doesn't lock like an IP address,
aborting

Jan 01 00:49:20: Port Scanner
Seanning 10.1.1.2

Fort State Service
22/tep open ssh
Lll/tep open sunrpc
5060/ tcp open sip

411 8182 ports scanned in-53.492 seconds

@ Help with Log



__ Suplantacion de AP/Radius

Amenazas

&

» Robo de credenciales (TTLS/PAP)

» El usuario decide si verifica o no el certificado

» Robo de sesiones

> Es mas tedrico que practico
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Robo de sesion

credenciales

Amenazas
Client———{mitw ey Jms | [ aaah
<- Rogue AP/Client ->
p EAP/Identity Request
EAP/Identity Response (anonymous@realm) )
Tunnel establishment
Tunnel Keys Derived Tunnel Keys Derived
P EAP/Identity Request
EAP/Identity Response (u >
p P/ Request / Method Challenge
EAP/Response/ Method R N
P EAP/ Success
Tunnel Keys Inner EAP Method Keys Derived
& Not used




Conexion a vecinos

- -—I—J—_'uuf\—ﬂ-_ s

Amenazas

» Terminales cableados conectados a vecinos wifi

NEIGHBOR A

|
CORPORATE NETWORK pAccidenta
3 Association

2 Ad Hoc Network

!



~Cifra trafico hacia el portal
e - .
Amenazas

&

> Confidencialidad en los accesos via portal
> Solucion de nivel 3: VPN/SSL-VPN

» ¢Compatibilidad con todos los terminales...?



DoS nivel 2

Amenazas

» Disponibilidad: nivel 2
> DoS a nivel 2: Deauth floods

» MFP: Management Frame Protection

» ¢Queremos asegurar la compatibilidad?
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DoS n
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nivel 1

> Disponibilidad

Jammers o fuentes de ruido

» DoS a nivel 1

[GPS: Disabled




ESate T = —-_Emﬂ‘—" B ———

= Wi -Spy 3.4i[1] - Chanalyrei Lite




Localizar fuentes de ruido

Amenazas

A0 sampleData. vws - VisiWave Site SUFViEY
Fie View Survey Help
Dl AR +2NEL @1l m BT @M &
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= [ElAcademic
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_Localizar fuentes de ruido

Amenazas

AP Coversge Graph [ am)

T Covedage Crraph D eal)
o




nsultar/correlar Logs

- Co
T T e - e —
Amenazas

> Si estamos aburridos: podemos mirar logs (IDS)

» Deautenticaciones alarm Summary ©

FRogue AP

> Inyecciones de trafico

Coverage Hole

Security

> NetStu m blerS, etC. - Controllers
Access Points
Location

Mesh Links

> IPS-wifi éActivamos la proteccion activa?



Seamos realistas
Conclusion

Todo este trabajo...

Para virtualizar un cable!!

C$2925C0 05 62
29000000 IAEIN I I
R SR AR

Ojala la LAN tuviera esta gestion de acceso

Hay frentes mas vulnerables vy fructiferos

“Puertas blindadas en paredes de pladur”

Exportar la experiencia 802.1x a la LAN






