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* Introduccion
* Limitaciones del NIDS/NIPS

* Mas alla del NIDS:

Analisis de trazas de red
Analisis de logs de sistema
Automatizacion
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Definiciones

* IDS: Sistema de deteccion de

Intrusiones
HIDS: IDS de host
NIDS: IDS de red

* |IPS: Sist. de prevencion contra

Intrusiones
HIPS: IPS de host
NIPS: IPS de red
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alert tcp 10.10.10.10 180 -> any any \
(msg: "Trafico sospechoso”)

drop tcp 10.10.10.10 180 -> any any \
(msg: "Trafico sospechoso eliminado”)
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Limitaciones de NIDS/NIPS

* Ancho de banda

* Firmas / anomalias
;/ * Falsos positivos

* (Gestion de las alertas
* Vision limitada
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File Edit ‘ew Favorites Tools Help

@Eﬂack - \_J II; ;j Search Y Folders

Address | L Viserver1\Project1 G0
Mame Type

File and Folder Tasks IE:I Filel . kxk Text Docurment
E‘_‘I File2, bxt Text Document
E‘J File3. txt Text Docurment
IE] Files, txt Text Docurnent
IEJ Filed, bk Text Docurment
IE:I File? . kxk Text Docurment
other Places I?] Filed, bxk Text Document
IE] File10, kxk Text Docurment
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hj Make a new Folder

@ Publish this Folder ko the
Web

SUINT P PE]

d serverl

B My Docurnents

d My Computer

iﬂ My Mebwork Places

Details
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Incidente: Ficheros borrados
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

S @ o B E x % & R « » » F & |[|[BIF &« a a A
ﬁka:|smh.mgpnsHMH.demte_nn_dnse== -

Mo, - Tirne Source Cestination Prokocol | Info

1707 09:45:55

2694 09:51:29

10.10.10.11
10.10.10.11

10.10.10.3
10.10.10.3

SME
SME

Trans2 Reguest,
TransZ2 Request,

£

= FID:

=
= SET_FILE_IMFZ Parameters
Ox 8004

[File Mame: “filed.twt]

[opened dn: 17047

[Closed dn: 1722]

Padding: 0000

= SET_FILE_IMWFD Data
.1 = Delete on close:

DELETE this file when closed

Lewel of Interest: Set Disposition Information (10130
Reserved: 0000

0G0
oy
0030

0000
0L
0020
0050
0040
o050

[&]H]
Qi
0a
fa
(a]0]
(a]8]
Qi
(a]8]
5

i1
70
03
ad
010
[010]
[010]
oL
03

25
03
04
0
(a]0]
03
Qi
(a]8]
(a]8]

df
s
41
3
15
08
[010]
4
[010]

do
40
ol
(a]8]
07
an
Qi
(a]8]
(a]8]

35
Qo
bidd
(a]8]
8

05
oo
01
oo

[&]H]
1]
az
(a]8]
(a]0]
ol
Qi
(a]8]
ol

i1
(]3]
1f
(a]8]
(a]0]
035
Qi
03

29
ce
12
oo
46
g0
oo
oo

5y

3
5%

4d
1c

15
Qi
0

la
Qa
51
f
de
of
[010]
[010]

6t
Qa
eh
53
35
(]3]
Qi
(a]8]

[0}
Qa
a5
4d
7
[010]
[010]
[010]

[&]4]
ok
ad
42
d3
ol
(1]
(a]8]

475
Qa
50
32
53
oo

oo
Qa
18
oo
GG
0z
44

=15

FID: File 10 (smb.Fid), 2 bytes

|Prz2a97 iz M0

smb.disposition.delete_on

_close: el cliente marca un fichero
(smb.fid) para ser borrado

SET_FILE_IMFO,
SET_FILE_INFO,
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

3 W e @ x % 8 R e&»o27 8 BB &aar
Filker: |5mh.ﬁd==D}{BDDf1 *  Expression... Clear Apply
Mo, - Time: Source Destination Protocol | Info

10.10.10.

. 2 NT Create And+ Res S FID: QxsS00d
1705 09:45:55 10.10.10.11 10.10.10.
1707 09:45:55 10.10.10.11 10.10.10.
1709 0%9:45:55  10,10.10.11 10.10.10.

SME TransZ Request, SET_FILE_INFD, FID: O0x3004
SME Close Request, FID: Ox5004

[FANFNREN] |

SME Trans2 Request, QUERY_FILE_IMFD, FID: 0xE004, qu

F Flags: 0x53

F Flags2: 0xcB07
Process ID High: ©
Signature: 12B85809%CE7FEBEZ
Reserved: 0000

# Tree ID: 2051
Frocess ID: 1440
User ID: 2040
Multiplex ID: 5376

F NT Create and+ Response (Oxaz2)

¢

0040 00 00 00 98 O7 c8 00 00 1Z b8 56 09 ch 7T b 82 ........ A
Q050 00 00 03 08 a0 05 ol OS5 [NJEM 2a T 00 87 00 00 ........ M. ....
0060 04 S0 Ol 00 00 00 43 aa Oe 41 6a 6a <7 0L 12 70 ...... 3. LA ...p

DO70 03 73 6a 6a <7 01 12 YO0 03 V3 Ga Ga <F 01 Z2a 05 .sjE...p N
0080 21 28 ab &b <7 0L 20 00 OO0 00 18 00 00 00 00 00 L

Q090 00 00 12 00 00 00 00 00 00 00 00 00 OF 00 00 00 ... e
00a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..o ies daa e
O0bO 00 00 00 00 00 00 00 £F 0L 1f 00 00 00 00 00 00 ... caeaean
00c0 00 .

Fultiples: 10 (smb.mid), 2 bytes [P 2897 D 4 M: 0

smb.fid: Identificador de fichero, asignado por el servidor
al abrir un fichero
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

S @ o B E x % & R « » » F & |[|[BIF &« a a A
Filker: |sm|:|.pid==1f111EI and smb.mid==5375 *  Expression... Clear Apply
Mo, - Time: Source Destination Protocol | Info

1704 09:45:55 10.10.10.11 10.10.10.3 NT Create And< Reguest,

"1 1ed.

1704 09:45:55 10.10.10.3 10.10.10.11 SME MT Create andx Response, FID: deDﬁd

B AcCcess Mask: 0x00010080
Allocation size: 0O
m File attributes: 0x00000000
@ Share Access: 0x00000007
Disposition: open (if file exists open dt, else fail) (1)
F Create Ooptions: 0x00200040
Impersonation: Impersonation (20
F Security Flags: 0x00
Byte Count (BCC): 23
File mMame: “Filed.txt

0020
Q030
0040
o050
D0a0
iy
0030
0090
00a0

o Ze 00

File: Marne: (smb File), 22 bytes |[Przao7 e zmin

smb.pid: ldentificador de proceso, asignado por cliente.
smb.mid: |dentificador de peticion/resp., asignado por cliente.
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

B oW @ @ x % 8 R ¢« » » F & BE &« a a6
Filker: |sm|:|.tid==2EI51 *  Expression... Clear Apply
Mo, - Time: Source Destination Protocol | Info .
A5 42 Tree Zonhect ANQ= Respo
1660 0G:45:42  10.10.10.11 10.10.10.3 SME TransZ Request, QUERY_PATH_IMNFO, Query File Basi
166l 09:45:42 10.10.10.3 10.10.10.11 SME TransZ Response, QUERY_PATH_INFO
1a62 059:45:42  10,.10.10,11  10.10.10.3 SME TransZ Request, FIND_FIRSTZ, Pattern: %%
1663 09:45:42  10.10.10.3 10.10.10.11 SME Trans2 Response, FIWD_FIRSTZ, Files: . .. filel.
1665 0%9:45:42  10.10.10.11 10.10.10.3 SME TransZ Request, QUERY_PATH_INFO, GQuery File Basi
1aaa 09:45:42 10.10.10.3 10.10.10.11 SME TransZ Response, QUERY_PATH_INFO, Error: STATUS_ w
Signature: 0110CO3654FBFLE7Y -
Reserved: 0000
= Tree ID: 2051
[Fath: ““SERVER1“PROIECTL]
[Mapped dn: 1659]
Process ID: 85275
U=zer ID: 2045
Multiplex ID: 4097
= Tree Connect Andx Response (0x75)
word Count (woTo: 7
T TiF o My JE. P =~ il
4 *
oooD 00 Oc 29 57 la 6f 00 Do 29 df do 39 0R 00 45 00 L. dwoo.. ). 5L E.
0010 00 Ha la Gb 40 00 S0 06 b5 01 0a 0a 0a 03 0a 0a kB L. L
0020 0a 0b 01 bd 04 41 81 ek d9 52 a2 1f Ob F5 50 1B ..... A.. JR...UP.
o030 9 dz 24 Fh 00 00 00 00 00 3e £ 53 4d 42 75 00 L Il =1 T
0040 00 00 00 98 OF <8 00 00 01 10 <0 346 54 fR 5 57 L....... L BT W
0050 00 00 03 08 ff fe 01 08 o7 £f 00 32 00 01 ........ . . RS-
ooen 00 bf 01 13 00 00 00 00 00 Od 00 41 3a 00 4e OO0 L. ..... R 1
0070 54 00 46 00 53 00 00 Q0 T.F.5...
Fultiples: 10 (smb.mid), 2 bytes |Pr2a97 0nsa M0

smb.tid: (Tree ID) Identificador de directorio compartido,
asignado por el servidor
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File

S & @

Edit  %iew Go Capbure

B F x

Filter: | smb. mid==4097

“ 8 B e»o7F e EE

Expression... Clear Apply

Mo, -

Tirne Source
1ats 09:45:42

1659 09:45:42

10.10.10.11 10.10.10.3

10.10.10.3  10.10.10.11

Tree Connect Andx Reguest,

Tree Connect Andx Response

£

word Count (wCT: 4
And=Command: Mo further commands (Oxff)

Reserved: 00
And=offset: BB
Flags: 0Ox0008

Password Length: 1
Byte Count (BCC): 45

Paszswaord: 00

Path: “%SERVERISPROIECTL

Service: 7P7TT?

0010
Q020
0030
0040
0050
00G0
ey
00s0
0090

00 84 03 4d 40 00
0a 03 04 41 01 hbd
fa <% ol 18 00 00
o0 00 00 18 07 C8
00 00 00 00 fFF fe
o0 01 00

5T 00

Path. Server name and share name (smb.path), 35 bytes

|[Przao7 e zmin

Fichero borrado: \SERVER1\PROJECT 1\file4.txt

@ & @ B

|

% SERVERLNPROIJIECTL

Al

|
|

>

|
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

3 W e @ x % 8 R e&»o27 8 BB &aar
Filker: |5mh.uid==2[lfl§ and smb.cmd==0x73 *  Expression... Clear Apply
Mo, - Time: Source Deskination Protocol | Info

598 09:40:19  10.10.10.
828 09:40:20 10.10.10.
1527 05:45:35  10.10.10.
2815 09:55:28 10.10.10.

10.10.10.11 sSME Session Setup And< Response
10.10.10.11  sSME Session Setup Andx Response
10.10.10.11 Sess70n 1L RESDONSE
10.10.10.11 s=ME Session Setup And< Response

L IpFeire)

(A

+ FT1d0s0 UiTFa

H Flags2: Oxc807
Process ID High: O
signature: B3FECSSE4D7F7LDCA
Reserved: 0000
Tree ID: O
Process ID: B©5279
l=er ID: 2049

Multiplex ID: &4
= Session Setup andx Response (0x73)

word Count (wCTh: 4

4

o050 00 00 D0 D0 TF fe 40 00 o4 £F 00 59 0L 00 L..... lll@....v..
ooad 00 a2 00 Ze 01 al 81 S 3008l 9 a0 03 0a 01 00 ..., [
oo7F0  al 0Ok 06 09 Za B& 48 B2 f7F 12 01 02 02 a2 81 87 B o
oos0 04 31 34 60 31 31 06 09 2a 86 45 846 7 12 01 02 cee eees MUHLLL .
0090 02 02 00 6fF F2 O30 V0 a0 03 02 01 0% al 03 02 01 ceaordps L
0oad Of az 64 30 62 a0 03 02 01l 17 aZ? sh 04 59 3R G0 s 4] < TR
oobo d3 8F <l 23 he a9 13 16 e0 40 S5a da &8 4bh 29 3 T - vl ol 4 I
00cO 90 86 bd 12 bt Bc 11 fo ac 9c Of 85 63 34 f2 20 ..., .. P .
oodd be 5% bd 15 03 c0 FF 75 dd 0B 8d 68 29 of ad 9B P 1 P (R o T
Oooed <3 67 56 o6 2f 2h 8a 0F 39 <3 Zb ch he 3d 8c bhb e L = R
Lser ID (smb.uid), 2 bytes |[Prz2ao7 D4 M0

smb.uid: ldentificador de usuario, asignado por el servidor al
establecer la sesion (Session Setup AndX Reqg/Resp)
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=) -_S WIRESHARK hle_deletion_full_trace.cap - Wireshark
~
j Y File Edit Wew Go Capture Analyze  Statistics  Help
= C) . i
=M B @ o @ x &« &8 R &« » 7 8 FEHE & aaq M
—
—_—
:{j U) Filker: ISmh.Emd==D}{?3 and smb. pid==B5279 and smb.mid==54 *  Expression... Clear Apply
/)
@ .1\) Mo, - Tirne SoUrcE Deskination Protocol | Info e
:j\:) 826 09:40:20 10.10.10.11 10.10.10.3 SME Session Setup andx< Request
o o 828 009:40:20 10.10.10.3 10.10.10.11 SsME session Setup Andx Response
~ TJ 4513 10.10. BE SEes5700 A 3
D —a 1527 09:45:35  10.10.10.3 10.10.10.11 s=sME session Setup Andx Response
— €] 1749 05:51:06 10.10,10.11 10.10.10.3  SME session Setup Andx Reguest
— M TFEA AN B st E N e T s ) E I ST I e T S Crcedmnm At Al RAacmame A b
=5 MSE Type: AP-REQ (1470 -
7 Padding: o
= F APOptions: 20000000 (Mutual reguired)
= Ticket
Tkt-wno: §
Realm: SAMNS.ORG
= Server Name (Service and Instance): Cifs/ /serverl.sans.org
Mame-type: Service and Instance (20
Mame: <ifs
Mame: serverl.sans.org
= enc-part rod-hmac
Encryption type: rcd-hmac €230
Kwno: 5 —
b
¢ | >
0100 05 aZ 82 03 ra ~
0110 EEREREE Gy =
s 21 12 51 Al =
0130  EEEEENSERN Y L
Frame (1227 bytes) | Reassembled TCP (2628 bytes) |
rrhe encrypted part of a kicket (kerberos. ticket,data), 586 bytes |F‘: ZE97 i 14mM: 0

La peticion de establecimiento de sesion incluye un ticket de
kerberos que identifica al usuario, aunque el nombre...
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=5 =3 WIRESHARK file_deletion_full_trace.cap - Wireshark
~
j Y File Edit Wew Go Capture Analyze  Statistics  Help
= C) . i
=M = > @ x 4 & R « » » F 8| EE &« aam@
—
—_—
Zj U) Filker: |kerherns.ticket.data[D:4]==CE:EF:4?:54 *  Expression... Clear Apply
/)
@ 1\) Mo, - Tirne SoUrcE Deskination Protocol | Info .
:ilr) R
T = 826 09:40:2 10.10.10.11 10.10.10.3  SME Session Setup Andx Reguest
7 1525 0%9:45:35  10.10.10.11 10.10.10.3 SMB Session Setup Andx Reguest
&~ 2813 09:55:28 10.10.10.,11 10.10.10.3 sSME Session Setup Andx Reguest
— 0)
99— W
()
‘(T)) = Client Mame (Principall: dawvid -~
e Mame-type: Principal (10
Mame: dawid
= Ticket
Tkt-wno: §
Realm: SAMNS.ORG
p = Server Name (Service and Instance): Cifs/ /serverl.sans.org
N Mame-type: Service and Instance (20
Qo Name: cifs
H Mame: serverl.sans.org
p = enc-part rod-hmac
i ' Encryption type: rcd-hmac €230
Kwno: 5
m enC—part: CZ2eF475S4CD8AECTOF9ABCO9514 FCCO7SFE038085074CCOES. ..
enc-part rcd-hmac o
< >
oooD 00 Oc 29 57 la 6F 00 Do 20 df do 39 0R 00 45 00 L. dwoo.. ). 5L E. ”
o010 0% 18 15 8a 00 00 30 11 8 29 0a 0a 0a 03 0a 034 ... A I
0020 0a Ob 00 58 04 34 0% 04 aa 95 Ad 82 04 f8 30 82 el d s om0,
0030 04 4 a0 03 02 01 0% al 03 02 0L od a3 0a 1bh 0B L. ce e
o040 53 41 4e 53 Ze 4f 52 47 a4 12 30 10 a0 03 02 01 SANS.ORG L 0000
0050 01 al 00 30 07 1h 05 64 61 76 60 64 a3 82 03 ce  ...0...d avid.... v
|File: "Z1\davidhomedatos\SME Forensics\070323file_deletion_full_trace.cap” 814 KB 00:35:01 |F‘: ZEA7 D4 M0

.. S0lo aparece en claro en la respuesta del servidor KDC que
proporciond el ticket. Principal: david. Realm: SANS.ORG
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Inciso: KERBEROS

KDC (AS+TGS)

Cliente

Servidor

KDC: Kerberos Distribution
Center

AS: Authentication Service

TGS: Ticket Granting Service

Tickets:

- Ticket Granting Ticket (TGT)

- Service Ticket (ST)

(1) Obtener TGT
(2) Obtener ST
(3) Presentar ST
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

Eilter: }herns.ticket.data[D:4]==CE:EF:4F:54 ot ketheros.msg.type==12 = Expression... Clear

)

Cl

) o Time: Source Deskination Protocol | Info
TGS—REQ

824 00:40:20 10.10.10:3 10.10.10.11 KRES TE5-REP

@ x %8 Beso7 e EE «aaam

3

826 09:40:20 10.10.10.11 10.10.10.3  SMB Session Setup Andx
1525 09:45:35  10,10,10.11 10.10.10.3  SME Session Setup Andx

1758 09:51:0F 10.10.10.171 10.10.10.3  KRBES TGE5-RED

R R Y R I R R I ] e ———— -

= Type: PA-TGS-RED (10
E value: 8ES2044130820430A00302 010541030201 0EAZO703050000, .

Puno: &
MSGE Type: AP-REQ (147
Padding: O
F APOptions: Q0000000
=2 Ticket
Tkt-vno: 5§

Realm: SANS.ORG
H Server Mame (Service and Instancel: krbtgh//Sans.0RG
= enc-part rcd-hmac
Encryption type: rcd-hmac (230
Kwno: 2

|3 |

enc—part: SZEFZ4EFO024BE1AADS06AECES 2 SFE52D5058EEDEL2VIECD. ..

B Authenticator rcd-hmac

0oco
0odo
D0ed
ooto
0100
0110

rrhe encrypted part of a kicket (kerberos. ticket,data), 5338 bytes

La peticion correspondiente

| &

|

[

IES

|[Pr2a97 00 16 M0

contiene el TGT del usuario...
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WIRESHARK hle_deletion_full_trace.cap - Wireshark

File Edit Wew Go Capture Analyze  Statistics  Help

S @ o B E x % & R ¢« = » F ¢ [|[BIEF &« a a [
Filker: |kerherns.ticket.data[D:d]==92.EF.34.EF *  Expression... Clear Apply

Mo, - Time: Source Deskination Protocol | Info

KRES Tas-REQ
KRES Tas-REQ
KRES Taz-REQ
KRES TGS-RED

FR4 08:40:20 10.10.10.11 10.10.10.
FAE 09:40:20 10.10.10.11 10.10.10.
795 09:40:20  10,10.10.11 10.10.10.
823 09:40:20 10.10.10.11 10.10.10.

[P PR PN

MSG Twpe: AS-REFP (11)
Client Realm: SANS.ORG
= Client Name (Principall: dawid
Mame—type: Principal (1)
Mame: dawid
= Ticket
Tkt-wrno: 5§
Realm: SANS.ORG
= Serwver MName (Service and Instance): krbtgt/SANS.ORG
Mame-type: Service and Instance (20
Mame: krbtgt
Mame: SAMS.ORG
= enc-part rod-hmac
Encryption type: rcd-hmac (230

Kwno: 2
enc—part: S2EF34EFS0Z24BRlAADS00AECES 2 SFE32D5958EEDELZ71ECD. ..
% »
oooD 00 Oc 29 57 la 6fF 00 Do 20 df do 39 0R 00 45 00 Lo wW.o.. 0. 9. L E.
o010 0% 17 1% F1 00 00 830 11 f8 43 0a 0a 0a 03 0a 0a R o e
O0Z0  0a Ohb 00 58 04 2d 05 03 43 ea &b 32 04 7 30 &2 cee¥e—o. k.0,

0030 04 £3 a0 03 02 0L 05 al 03 02 0L Ob a3 0a 1b 08 ... oo,
0040 53 41 4e 53 2e 4F 52 47 a4 12 30 10 a0 03 02 01 SANS.ORG ..0.. ...
3]

AT L] P I B T o T T o B B S A T R~ | =1 TR RN EA B QT A nd A mea Al

|File: "Z1\davidhomedatos\SME Forensics\070323file_deletion_full_trace.cap” 814 KB 00:35:01 |F‘: 275 M0

...que fue obtenido en un mensaje AS-REP, como respuesta a
una peticion AS-REQ...
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=0
=) -_S WIRESHARK hle_deletion_full_trace.cap - Wireshark
~ G
j Y File Edit Wew Go Capture Analyze  Statistics  Help
= LA . i
=M B & e P@E*x % 8 R « % » F & |EFEH & aaqm
—
—
,’5) U) Filker: berus.ticket.data[D:4]==92.EF.34.EF nrkerherus.msg.tj,rpe==1lil| *  Expression... Clear Apply
7
fj .1\) Mo, - Tirne Source Destination Prokocol | Info -
= le
_J~;3 586 09:40:1% 10.10.10.11 10.10.10.3 KRES AS—-RECQ
7 FP3 09:40:20 10.10.10.3 10.10.10.11 KRES AS—-REP
N Fr4 09:40:20  10.10.10.11 10.10.10.3 KRES TGES-REQ
Tie 09:40:20  10.10.10.11 10.10.10.3 KRES TGS—REQ w
= ~RU__FEEU_DULTY .

Padding: O
F EbCoptions: 40810010 (Forwardabhle, Renewable, Canonicalize, Renewahle 0K
= Client Mame (Enterprise Mame): david@8sans.org
Mame-type: Enterprise nName (107
Mame: david@sans.org
Realm: SANS.ORG
= Server mMame (Service and Instancel): krbtgh//Sans.0RG
Mame-type: Service and Instance (27
Mame: krbtgt
Mame: SAMNS.ORG
til11: 2037-0%9-13 02:45:05 (=Z]
rtime: 2037-09-13 02:48:09% (2]
MonCe: 1650559562
H Encryption Types: rcd-hmac rod-hmac-old rcd-mdd des—-cho-mdS des—-chc-crc rcd-hmac-exp rcd-hmac-c

# Hostaddresses: CLIENT=PLl<Z0= v
< >
0120 8a 4a a8 1% 30 17 02 -
0130 0z
0140 ]

0150
L
|This is a list of Kerberos Hostaddress sequences (kerberos, hostaddresses), 27 bytes |F‘: ZEI7 0 9M: 0

...y esa peticion AS-REQ contiene el nombre NETBIOS del equipo
cliente desde el que se realizo la peticion: CLIENTXP1




- Ya sabemos:

3« El fichero \\server1\Project1\file04.txt
fue borrado a las 09:45:55 a traves de
una sesion SMB establecida como
usuario david@sans.org desde el
equipo CLIENTXP1 (10.10.10.11 en
aquel momento).
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Analisis de logs de sistema
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Object Access: 560 y 564

Event Properties

Event |

Drate: 32342007 Source:  Security
Tirne: 10:45:85 Ak Category: Object Access
Type: Succezz A Ewent |0 RGO

2|x]

Lzer: SaMS0RGYdawvid

Computer; SERVERT

Dezcription:

Object Open; -
Object Server: Securty
Object Type: File
Object Mame:; C:%Shared Folders \Project1 Wiled. bt
Handle [D: 4124
Operation |D: {0.260774}
Frocesz ID: 4

Image File Mame:
Frimary User Mame: SERVERTS

Event Properties

Event |

Drate: 32342007 Source:  Security
Tirne: 10:45:85 Ak Category: Object Access
Type: Succezsz A Ewent |0 BG4

Lzer: SaMS0RGYdawvid

Computer; SERVERT

2|x]

oy

Dezcription:
Object Deleted;
Object Server: S ecuritd
Handle |0 4124
Process [D: 4

Image File Mame:;

For more information, see Help and Support Center at
http: /#go. microzaft comdfwlink/events. azp.

Frirnary Domair; SaMSORG ll
[t % Butes €€ Words [t % Butes €€ Words
E E
hd hd
QK. Cancel Spply QK. Cancel Spply

Nota: Reloj desplazado 1h por el cambio horario (de invierno a verano) del 25-mar-2007




% Nos confirma:

5 ¢ El fichero \\server1\Project1\file04.txt fue
borrado a las 09:45:55 a traves de una
sesion remota (; SMB?) como usuario
david@sans.org desde el equipo
CLIENTXP1 (10.10.10.11 en aquel
momento).

* Otros eventos confirman (¢,0 solo indican?)
que era SMB
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Eventos interesantes (1/2)

* Account Logon
672 : Auth. Ticket Request
673 : Service Ticket Request

* Logon/Logoff
540 : Successful Network Logon
576 : Special priv. Assigned to New Logon
538 : User Logoff
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- Eventos interesantes (2/2)
£+ Object Access

& 560 : Object Open

- 564 : Object Deleted

il 567 : Object Access Attempt

562 : Handle Closed

* Process Tracking
592 : A new process was created
593 : A process exited
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Automatizacion

* tshark

* Scripts (Perl, Visual Basic Script,
PowerShell, etc.)

* Programas en otros lenguajes

* Productos comerciales
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Referencias

* http://lwww.radajo.com

* http://lwww.sans.org

* http://lwww.snort.org

* http://lwww.wireshark.org

* http://lwww.isascripts.org

* http://lwww.microsoft.com/windowsserver2003/tech
nologies/management/powershell/default. mspx

* http://lwww.microsoft.com/technet/scriptcenter/def
ault.mspx

* http://lwww.niksun.com
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