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. Qué tipo de ataques hacen vulnerable a 802.117?

Most common attacks are against management frames
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Management Frame Protection (MFP)

Problema: No hay “seguridad fisica” para wireless y tramas de
gestion, que no estan ni autenticadas, ni cifradas ni firmadas

Solucion: Insertar una firma digital (MIC) en las tramas de gestion

Managed AP1
_| MAC addr A.B.C.D

—AP beacons

Attacker spoofing AP1
—Probe Requests/Responses WMAC addr A.B.C.D

—Associations/Re-associations
—Disassociations
—Authentications/De-authentications
—Action Management Frames

*Si las Tramas de Gestion no tienen la firma correcta, tanto la
infraestructura como los clientes podran descartar dicha trama
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WIDS 802.11 Signature Analysis

* Potentially service-impacting 802.11 (or non-802.11) traffic
should be characterized/detected

Interference (white noise, Bluetooth, legacy 802.11, or other ISM-band
interferers)

Denial of Service exploits (association, probe, EAP)
Reconnaissance tools (Netstumbler, etc.)
Exploit tools (Monkey-Jack, FakeAP, etc.)

* Note that 802.11 Management Frames—association/
authentication probe are not encrypted or authenticated in
current implementation

Thus, it is not possible to eliminate the possibility of Denial of
Service attacks

The severity of such DoS events should be characterized

Mechanisms for securing 802.11 control messages are being considered,
but will induce compatibility challenges
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WIDS Signature Analysis
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Cisco IPS

- Anomaly Detection / Network behavioral
analysis

MARS

-Dynamic Risk Rating adjustment Non-relevant events filtered

Collaboration

Dynamic adjustment
of RR to stop
relevant threats

Attacker initiates IIS
attack destined for Windows Server Linux Server Solaris Server
servers A, B, C Vulnerable Not Vulnerable Not Vulnerable
Increase Risk Rating Filter Event Filter Event
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Integracion sensores Cisco IDS/IPS -

Client Shunning
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Evento IDS y Bloqueo del cliente
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Malicious traffic

Enterprise
Network

1. Client to AP/Controller
2. Controller to IDS (sensor monitoring controller wired

4200 Series IDS Sensor interfaces)
3. Client Block event at sensor, retrieved by Controller
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IDS Host Block/ Client Shun
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